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SURVEY METHODOLOGY

O e O

Audiences Sample Size Methodology Timin

General Consumers

Age 18+ - nationally representative by age, gender, race, region N=1 ,000

Small Business Owners

Owners of small businesses, defined as 1-50 employees and N=300

less than $10M in annual revenue 20 Minute Survey Fielded
Mid-Market Business Owners Online Survey July 10t — July 29th,
Owners of middle-market businesses, defined as 50-500 N=300

employees or $10M-$500M in annual revenue 2026
Independent Insurance Agents N=300

Mix of Principals, Producers, and CSRs
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KEY FINDINGS

Consumers know the Al threat is here, but few feel equipped to spot it

More than 8 in 10 Consumers (84%) are concerned about criminals using Al to steal someone’s identity, and awareness of common Al-powered scams is
widespread. Yet just 19% are very or extremely confident they could identify an Al-powered scam, and only 17% have created a family code phrase to verify a
loved one’s identity during an urgent call or message. The findings point to a significant gap between awareness of emerging Al threats and preparedness to
respond to them.

Cybersecurity concerns aren't always translating into safer digital behavior

Most Consumers are taking basic precautions, including installing software updates when prompted (78%) and using multi-factor authentication (74%). Yet half
(50%) still use the same password across multiple sites or apps, and 40% share personal information over the phone. When it comes to Al-powered threats,
most rely on monitoring and vigilance, while only about a third use tools such as robocall filtering (35%), email security protection (34%) or identity theft/credit
monitoring services (33%).

Boomers are especially concerned about emerging cyber threats—and are taking some of the strongest precautions

Boomers show particularly high concern about emerging digital risks, with 91% concerned about criminals using Al to steal someone's identity. They also stand
out for taking several protective actions: 75% monitor their financial accounts for suspicious activity, 71% limit the personal information they share online and
52% use fraud alerts or account-monitoring services — all at higher rates than the average Consumer. At the same time, a third (33%) are not at all confident
they could identify an Al-powered scam, underscoring the challenge even for a generation taking the threat seriously.
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Consumers

Consumers are most concerned about threats to the security of their
personal information and the risk of identity theft

Women are more likely to be worried about all cybersecurity threats than men.

Concern Around Cybersecurity Threats
(Shown: % Selected)

NET
Moderately worried Total

Data breaches exposing your personal information 82%
Loss of privacy due to companies or criminals collecting your personal data 43% 37% 80%
Identity theft (someone using your personal information to commit fraud or imperso;gte) 41% p— 79% 4 Bogz;zrﬂ
Financial fraud or unauthorized transactions on your accounts 41% 38% 79%
Malware, ransomware, or viruses infecting your devices 77%
Theft of passwords or login credentials 41% 34% 75%
Al-generated scams or impersonation attempts (e.g., cloned voices, fake v:gz(s)zéga‘;l;e) 75%
Phishing emails, texts, or websites designed to steal information 44% 31% 75% 4 Bocs):rar(l)zﬁ:
Social media or online account hacking 40% 31% 71%
5

Q2. How concerned are you about each of the following cybersecurity threats happening to you?
Base: Consumers (n=1,000)



Consumers

While most Consumers promptly install software updates and use MFA,
many are still engaging in risky behaviors

Half of respondents report using the same password across multiple sites or apps, while 4 in 10 are sharing personal information over the phone. Gen Z is more

likely to be engaging in risky behaviors such as using QR codes, share personal information over the phone, and store important personal information such as their
social security number on their phone.

Online Activities
(Shown: % Selected, T2B Do Action Sometimes/Often)

Install software updates when prompted 78%
Use multi-factor authentication when logging into accounts, websites, or apps 74%
~ Usethesame password across multiple sites or apps [N 50%
Share personal information over the phone (for example, to pay bills) || NG NKGTTNEGEGEGEGEE 40% Gen Z: 57%

Use QR codes to make purchases, view restaurant menus, share contact I 40V € Gen Z: 64%
(o]

information or visit websites

Store personal information (Social Security Number, bank account or credit card _ 30% ! Gen Z: 56%

information, passwords, etc.) on my phone

Use public USB ports to charge my phone || NN 28%

Use unsecured public Wi-Fi networks or hotspots || | | | | I 28%
Negative Security

. Post personal information on social media (your birthday, home address, phone _ o ! . 0
Actions number, location, travel plans, information about family members, etc.) 22% Men: 34%

Use public computers (at an airport, library, hotel, etc.) || | | I 20%

Upload work documents, photos, or files containing private information to an Al o
chatbot or tool I 13%

Enter personal, financial, or medical information into an Al chatbot or tool || | 16%

Share usernames/passwords with friends and family | N 14%

Share personal information (address, place of employment, etc.) with someone on o Men: 17°
an online dating site or app B 12% T! en: 17%

Q1. How often do you do each of the following actions? Base: Consumers (n=1,000)



Consumers

Most Consumers have experienced a threat in the past year, with phishing
being the most common

A third have experienced identity theft and found the greatest impact to be the time spent resolving the issue and emotional stress.

Cybersecurity Threats Experienced in the Past 12 Months Impacts of Recently Experienced Identity Theft
(Shown: % Selected “Yes”, to myself or a family/friend) (Shown: % Selected)

Phishing emails, texts, or websites designed NET 97% 96% 90% 87% 86%

[o)
o stoal information R 537 Impact
Financial fraud or unauthorized transactions 48Y%
on your accounts ] °

Data breaches exposing your personal I 45 13%
information 0
Online shopping scams or fraudulent _ 40% 17%
websites °
Social media or online account hacking || GGG 35% <! Men: 43%
Malware, ransomware, or viruses |nfeqt|ng _ 37% ! Men: 42%
your devices
Loss of privacy due to companies or _ 329
criminals collecting your personal data °
. 22%
geniy thert | 327 | 12% - 3% 15%
Theft of passwords or login credentials || MMM 31% Time spent Emotional Recovering Repairing or Financial
Al-generated scams or impersonation resolving  stressor accessto restoring losses
attempts - A the issue  anxiety  accounts credit

8 O o /o Report they or someone they know has experienced

at least one of the above threats in the past year




Consumers

Consumers are highly concerned about Al-enabled cybersecurity threats —
with the majority aware of various types of these scams

Awareness of Al Scams and Cyber Threats

Concern About Al Use for Identity Theft (Shown: % Selected T2B “Aware’)

(Shown: % Selected)

Women: 49%
Very Concerned Al-generated phishing or messaging scams

V

87%

Boomer+: 91% 4%

Somewhat/Very . . . .
Concerned Al-generated voice or video impersonation scams _ 85%
Al-generated fake websites, social media accounts,
O or online profiles designed to steal personal _ 84%
O information or money
Somewhat/Very Al-generated scams impersonating businesses, _ 83
Concerned customer service representatives, or employers 0
Al tools being used by cybercriminals to automate _ 769%
scams or cyberattacks at scale °
Al-powered scams targeting businesses through fake
invoices, payment requests, or impersonation of _ 75%
m Very concerned m Somewhat concerned executives or employees
Not too concerned Not concerned at all
8

Q5. How concerned are you about the use of Al (artificial intelligence) by criminals to steal someone’s identity? Base: Consumers (n=1,000)
Q6. Are you aware of the following types of Al-powered scams or cyber threats? Base: Consumers (n=1,000)



Consumers

While Consumers know the Al threat is here, only 1 in 5 are highly
confident they can spot an Al-powered scam and just 17% have a family
verification code

Confidence in Identifying an Al-powered Likely First Actions Upon Receiving a Voice Message that
Scam or Cyberthreat Sounded like a Family Member Urgently Asking for Money
(Shown: % Selected “Confident”) (Shown: % Selected)
6% 0
° 19% 2 Gen X: 57%
13% Very / Extremely Call them back 47%
confident
Gen Z: 24%
Contact another family member 18% % - 210
= Extremely 35% - Boomer+: 21%
m Very
Text th 1%
Moderately extnem -
Slightly

Not at all 25% Ignore - 1%
Boomer+: 33% Report - 9%
21% Women: 27%

Have a code phrase to
Send money B 2% conﬁ(m a fami/y member’s
identity if needed

Q7. How confident are you that you could identify an Al-powered scam or cyber threats?
Q8. If you received a voice message that sounded like a family member urgently asking for money, what would you most likely do first?
Q9. Has your family / household created a code phrase or verification term to confirm a family member’s identity during an urgent call or message? Base: Consumers (n=1,000)



Consumers

While around 6 in 10 are monitoring their financial accounts and
limiting online information to protect from Al-powered threats, fewer
are utilizing specific tools and services

Actions Taken to Protect from Al-powered Fraud / Cyber Threats

(Shown: % Selected “Yes”) Boomer+:
75%
Monitor my bank, credit card, or financial accounts for suspicious activity 62%
Limit the personal information | share online 60% 4 ng:)/en:
0
Carefully review calls, emails, texts, or messages before responding or taking action 60% Women:
Keep my devices, apps, and software up to date 58% 65%
Use strong, unique passwords for my accounts 57% \.
Boomer+:
Limit what | post on social media 55% 67%
Enable multi-factor authentication (MFA) 47%
Boomer+:
Use fraud alerts or account monitoring services provided by a bank or financial institution 43% ﬂ 529%
Avoid posting voice recordings, videos, or other content that could be used to impersonate me 40%
Use spam, scam, or robocall filtering tools 35%
Use email spam, phishing, or security protection tools 34%
Boomer+:
Use identity theft protection or credit monitoring services 33% 39%
Freeze or lock my credit reports 28%

10

Q10. Which of the following steps, if any, do you currently take to help protect yourself from Al-powered scams, fraud, or other cyber threats? Base: Consumers (n=1,000)



Consumers

Consumers turn most to banks for information on cyber threats and as the
first point of contact after an Al scam, very few turn to their insurer

About a third (31%) would contact their bank first after an Al-powered scam; just 1% would turn first to their insurer

Most Visited Sources of Information about Protection First Point of Contact After Falling for
from Identity Theft and Cyber Scams Al-powered Scam / Cyber Threat
(Shown: % Selected) (Shown: % Selected)
senc | :'°
Bank, credit union, or other financial institution 40% T+12 an 31%
Websites, blogs, or forums 28% 1+5 Police |GG :0%
Friends and family 27% The company / tech platform _ 219
being impersonated °
Government resources 21%
: , o
Technology companies / manufacturers 20% Family / friend _ 9% Yi Gen Z: 20%
Social media 13% Credit bureau [ 6%
My i v
y insurance agent 8% Employer ] 1%
My employer 5%
(0]
| never look for this information 19% Insurer I 1%

57% are confident they know one of their online accounts was hacked

who would help them if... ' it their identity was stolen

Q11. If you fell victim to an Al-powered scam or cyber threat, who would you contact first? Il' = 2024 comparisons 1
Q16. Where do you most often go for information about protecting yourself from identity theft and cyber scams?
Q30. How much do you agree or disagree with the following statements? Base: Consumers (n=1,000)



Consumers

Over two thirds of parents are concerned about cyber threats are affecting
their children, but most are confident they could identify Al threats

Parents' Concerns About Online Threats to

Their Children
(Shown: % Selected)

Very
Concerned

Somewhat
Concerned

Not at all
Concerned 8% 9% 7% 7%

Cyberbullying or
repeated online
harassment

Someone Al-generated images, Sharing of my child's

impersonating my videos, or messages personal information,
child online being used to bully or photos, or videos
embarrass my child  without permission

Q25. How concerned are you that your child could experience each of the following online?

Parents’ Confidence in Recognizing Al-

Enabled Online Threats
(Shown: % Selected “Confident”)

79%
At least moderately
m Extremely confident
m Very
Moderately
Slightly
Not at all

11%
10%

Q26. How confident are you that you would recognize if your child were being targeted by Al-generated bullying, impersonation, or other malicious online activity? Base: Consumers with children (n=260)



Consumers

1 in 4 Consumers or their loved ones have been victims of
cyberbullying/harassment; most just blocked/reported the individual, but
over half are interested in a service to help respond

Experience with Cyberbullying or Online Harassment Responses to Cyberbullying or Online Harassment
(Shown: % Selected) (Shown: % Selected)

Blocked or reported the individual(s) [ EGTRGRGTEEEGEGEGE 5%

Reported the incident to the platform or website ||| |GG 20%

2 40/ Contacted law enforcement || |GNNEGNG 33%
o

Sought emotional or mental health support || NG 28%

of Consumers / their
family members have
begn the victim of Asked for help from friends or family || NGz 27%
cyberbullying/online _
harassment Sought legal advice | 23%
76%

Contacted a school, employer, or organization || NN 22%

mYes, it happened to me
mYes, it happened to my child

o Are interested (T3B) in a service
5 5 /o to help respond to cyberbullying

Yes, it happened to someone in my immediate family or online harassment

No

Q27. Have you or anyone in your immediate family ever been the victim of cyberbullying or online harassment? For example, repeated malicious comments, threats, impersonation, sharing private information without permission, or
other targeted abuse through social media, messaging apps, gaming platforms, or other online services. Q28. How did you or your family respond? Q29. How interested would you be in a service that helps individuals or families
respond to cyberbullying or online harassment? Base: Consumers (n=1,000)
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KEY FINDINGS — BUSINESS OWNERS

Cyberattacks are becoming a fact of business for the mid-market, while concern remains high across

businesses of all sizes

More than two-thirds of Small Business Owners (68%) and 4 in 5 Mid-Market Business Owners (81%) are concerned about a potential cyberattack. For
MMBOs, the threat is especially tangible: 62% say their business has experienced a cyberattack, compared with 16% of SBOs. Since 2024, reported
attacks have increased 6 percentage points among MMBOs while declining 7 points among SBOs.

Small businesses face a meaningful preparedness gap despite widespread concern about cyber risk

While 81% of MMBOs feel prepared to prevent a cyberattack, just 63% of SBOs say the same. The gap extends to employee preparedness: 95% of
MMBOs provide formal cybersecurity training at least annually compared with 72% of SBOs, and MMBOs are more than twice as likely to conduct
phishing tests at least every few months (65% vs. 30%). Notably, two-thirds of SBOs (66%) admit they haven't given much thought to what they would do
if they fell victim to a cyberattack.

Cyber insurance adoption is surging among mid-market businesses, while small-business adoption

remains stagnant

Nearly three-quarters of MMBOs (73%) now purchase cyber insurance, a 34-percentage-point increase since 2024, while SBO ownership remains at
42%. Among uninsured SBOs, education and awareness remain important barriers: 29% say they don't know enough about cyber insurance and 24%
didn't know it was available. Uninsured MMBOs are more likely to cite cost (41%) and confidence in existing cybersecurity software (33%).

Al is expanding the cyber threat—and businesses say they need help keeping pace

More than a quarter of SBOs (26%) and more than a third of MMBOs (36%) say their company was targeted by a generative-Al scam or fraud attempt in
the past year. Nine in 10 or more believe Al is making it easier for cybercriminals to launch attacks at scale, while 88% of SBOs and 75% of MMBOs say
they need more information and resources to protect their businesses from Al-enabled cyberattacks.

EDELMAN INTELLIGENCE / © 2026 15



KEY FINDINGS - AGENTS

Agents see themselves as trusted cyber advisers—but say their clients have significant knowledge gaps

Nine in 10 Agents (90%) say clients view them as a credible source of cybersecurity information, and 87% feel confident discussing clients' cyber
vulnerabilities and relevant coverages. Yet 80% are concerned about clients' lack of cybersecurity knowledge, 76% say many clients are unaware of their
exposure to cyberattacks and 74% say many clients are unsure what cyber insurance covers.

Cyber risk is firmly part of the commercial client conversation, with Agents actively recommending
coverage

Nearly 8 in 10 Agents (79%) say their commercial lines clients are moderately or extremely concerned about potential cyberattacks, compared with 62%
of personal lines clients. In response to the evolving threat landscape, 89% of Agents say they regularly recommend cyber insurance to their customers,
reinforcing the increasingly important role Agents play in helping clients understand and manage cyber risk.

Agents see a major preparedness gap among commercial clients—particularly before an attack occurs

Agents estimate that just 24% of their commercial clients have an incident response plan in place and only 30% keep their cyber coverage level current
with the evolving threat landscape. The findings point to an opportunity for Agents to expand the cyber conversation beyond purchasing coverage to
include incident preparedness and regular reassessment of clients' changing exposures.

Al is raising the urgency of cyber protection, but Agents say clients aren't fully prepared for the threat

More than half of Agents (52%) have observed an increase in claims related to generative-Al scams or fraud attempts in the past 12 months, yet only
about half (51%) believe clients are prepared to identify and respond to Al-powered cyber threats. At the same time, 62% say they need more
information and resources to help protect clients from Al-enabled cyberattacks.
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More than two thirds of Business Owners are concerned about | mwsos
cyberattacks, largely due to potential financial loss

Concern about Cyberattacks Top 5 Reasons Why Businesses are Concerned about
(Shown: % Selected Extremely/Moderately Cyberattacks
Concerned)

(Shown: % Selected, among those concerned about attacks)

___________________________________ , Mid-Market

Concerned about a potential Business Owners

: cyberattack on their business . A cyberattack could result in financial #1 Acyberattack could result in financial

| N loss, fraud or theft loss, fraud or theft

: -1 pts since 2024 ) A cyberattack could expose sens_ltlve _ # A cybgrattack could disrupt our business
: ’ customer employee or business information operation

i of Small Business Owners i Cyberattacks have been increasingly #9  Acyberattack could expose sensitive

| i common in the last few years customer employee or business information
: o . :

! 8 1 (O +4ptssince 2024 : A cyberattack could disrupt our business #4 Recovering from a cyberattack could be
: _ _ : operation costly and time-consuming

- of Mid-Market Business !

. Owners i Recovering from a cyberattack could be #5 Cyberattacks have been increasingly

: . costly and time-consuming common in the last few years

Q31. A cyberattack is an unwelcome attempt to steal, expose, alter, disable or destroy information through unauthorized access to computer systems (computer, smart phone, smart device, etc.) How concerned are you about a potential
cyberattack on your business? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300) Q34. You indicated that you are moderately or extremely concerned about a potential cyberattack. Why are you concerned? 17
Please select all that apply. Base: Small Business Owners concerned about a potential cyberattack on their business (n=278), Mid-Market Business Owners concerned about a potential cyberattack on their business (n=299)



Business Owners and Agents are highly concerned about Al advancing | wweos
the speed, scale and sophistication of cyberattacks

Concern About Al Technology Increasing the Speed, Scale, and Sophistication of Cyberattacks
(Shown: % Selected)

Mid-Market Business Owners Agents

76%

Moderately/Extremely
Concerned

73%

Moderately/Extremely
Concerned

Moderately/Extremely
Concerned

Not at all concerned

Extremely concerned Moderately concerned

Q33. How concerned are you about advancements in Al technology increasing the speed, scale, and sophistication of cyberattacks against businesses today? Base: Small Business Owners (n=300), Mid-Market Business Owners
(n=300), Independent Insurance Agents (n=300)



Mid-market businesses are much more likely to have cyber insurance — " wwmos
at a significantly higher rate than 2024; despite high levels of interest,
lack of knowledge holds SBOs back from purchasing coverage

Cyber Insurance Ownership Why Business Owners Don’t Buy Cyber Insurance Interest in Cyber Insurance Offerings
(Shown: % Selected “Yes’) (Shown: % Selected) (Shown: % Selected, T2B ‘Interested’)
Mid-Market
+34 pts since 2024 Business Owners

| don’t know enough . , Cyber defense
Cyber insurance is too costl .
about cyber insurance #1 cy y preparation programs 70%

and resources
| feel that my current

I did not know cyber #2 cybersecurity software _
insurance was available provides sufficient protection Discount offers based
on a track record of 7 40 /
_ _ , better cyber defense 0
My business is too small | believe my business'’ cyber preparation
to need cyber overage #3 risks are already covered with
other insurance policies A system where the
42% insurer directly works
My insurance agent has | have trained by employees with a security service 74%
never recommendedit ~ #4 sufficiently to protect my provider to manage a
to me business from a cyberattack claim
MMBOs Cyber insurance is #5 | don’t know enough Cyberattack defense 600/
too costly about cyber insurance simulation exercises 0

19
Q56. Does your business purchase cyber insurance? Q36. As a business owner, how interested would you be in an insurer offering the following to better defend your enterprise against cyberattacks? Q57. Why don't you currently

have cyber insurance? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



Small BOs are less likely to feel prepared to prevent a cyber attack,

likely due to lower rates of cybersecurity training and internal comms

Preparedness for Preventing a Cyberattack

NET
Prepared
(T2B)

(Shown: % Selected)

63%

13%

81%

2%
MMBOs

MMBOs

Cybersecurity Training Actions

/s o)

ending Phishing Test
Emails to Employees

sent at least every
few months

65%

sent at least every
few months

(Shown: % Selected)

: N

Providing Formal
Cybersecurity Training

offered training at
least annually

95%

offered training at
least annually

-

Send communications /
have conversations on
the importance of
cybersecurity measures

sent comms at
least annually

96%

sent comms at
least annually

Somewhat prepared k / \ / k

m Exteremly prepared

Not at all prepared

m Moderately prepared

20
Q37. How often does your business do each of the following regarding employees’ cybersecurity roles and responsibilities?
Q46. How prepared is your business in preventing a cyberattack? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



Mid-market businesses are significantly more likely to have experienced a | wmsos

cyberattack; phishing is among the most common threats across audiences

Additionally, of those who have fallen victim to a cyberattack, 87% of MMBOs and 55% of SBOs report that they have experienced threats powered by
or generated using Al.

Cybersecurity Threats Experienced

. (Shown: % Selected, among those who have experienced a cyberattack)
Experienced a Cyberattack

(Shown: % Selected ‘Yes)) SBOs

SBOs* MMBOS Agents

1 Password attacks 40% 33% 33%
2 Malware 32% 28% 36% experienced an Al-
] 3 Phishing 32%  45%  39% powered cybersecurity
Small Business Owners 4 Ransomware 28%  32%  22% -
-7 pts since 2024 5 Al-generated impersonation or fraud attempt 26% 34% 29%
6 Deepfakes 23% 17% 17% MMBOs
7  Al-assisted phishing or social engineering attack 23% 38% 31%
62(y . ] 8 Business email compromise 21% 29% 29% 55(y
0 Mid-Market Business Owners 9 Social engineering 21%  22%  26% _ 0
+6 pts since 2024 10 Business identification theft 19%  26%  28% experienced an Al-
11  Data breach / security event 17%  32%  36% powered cybersecurity
12 Invoice fraud 17%  25%  21% threat
0 13 Utility fraud 15% 14% 12%
59 A) Independent Agents 14  |oT or Internet of Things security breaches 13% 16%  21% Agents
+10 pts since 2024 15 Digital tax fraud / unemployment fraud 11% 12% 17% 390/
16 Attacks on the supply chain 9% 15%  22% 0
17 Denial of Service (DoS) attacks 6% 16% 23% of clients experienced
18 Skimming devices 6% 10% 11% an Al-powered
19 Sim card swap 4% 14% 14% cybersecurity threat
Highlighted text indicates significant difference between groups at the 95% confidence level
Q38. Has your business ever been a victim of a cyberattack? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300), Independent Insurance Agents (n=300) 21

Q39. Which, if any, of the following cybersecurity threats has your business experienced? Q40. To the best of your knowledge, were any of the cybersecurity threats your business experienced powered by or generated using Al?
Base: Small Business Owners who have experienced a cyberattack (n=47%), Mid-Market Business Owners who have experienced a cyberattack (n=184), and Independent Agents who have experienced a cyberattack (n=178)



Cyberattacks don't just hit the balance sheet — nearly every victim | wweos
reports damage to customer trust

The financial impact of cyberattacks has risen since 2024, and impact on customer trust remains high among those who have experienced attacks.

Cyberattack Impacted or Jeopardized Business Cyberattack Negatively Impacted Customer Trust in Business
Finances (Shown: % Selected)

(Shown: % Selected “Yes’)
Impacted (T3B)  96% 1 +5pts 94% | -6opts 97%

+17 pts since 2024
+19 pts since 2024  +13 pts since 2024

B WMajor Impact

. Moderate
Impact

Minor Impact

. No Impact
L 5w | [ J/0 |
Smgi,vi‘;fisrless Mid'Maortfrf :,:Si”ess '”diggstdse”t Small Business  Mid-Market Business  Independent
Owners Owners Agents
Il = 2024 comparisons
Q41. Did the cyberattack impact or jeopardize your business’ finances? 22

Q42. Did the cyberattack negatively impact customer trust or reputation in your business?
Base: Small Business Owners who have experienced a cyberattack (n=47%), Mid-Market Business Owners who have experienced a cyberattack (n=185), and Independent Agents who have experienced a cyberattack (n=178)



Only half of Mid-Market Business Owners were confident in their | mwsos
response — and while many are taking steps to prevent future issues,
there is opportunity for better protection

Steps Taken to Prevent Future Cyberattacks
(Shown: % Selected)

Response to Cyberattack SBOs  MMBOs Agents
(Shown: % Selected) 1 Requiring multi-factor authentication 34% 53% 42%
Adding regular password update

2 . 34% 36% 31%
Yes, my business 2% requirements
knevs’/ exactly what m 3 Updating our cybersecurity software 33% 46% 45%
y to do 70% 4  Backing up data following stricter protocols 32% 37% 40%
5 Installing a new cybersecurity software 29% 35% 31%
Implementing procedures to verify requests
My business knew 26% 6 involving payments, sensitive information, or 28% 259, 27%
where to start, but had 47% account changes through a second
to do some research 28% communication channel
7  Purchasing cyber insurance 26% 41% 35%
Requiring VPN use when on Wi-Fi outside o o o
My business did not 29 Small 8 of the workplace 26% 25% 27%
know what to do, and o° Establishing processes to verify the identity
didn’t know where to I 304 = Mid-Market 9 of callers, employees, vendors, or 26% 279 27%
start 2% m Agent customers to guard against Al-generated
impersonation
10 Adding encryption features 26% 33% 35%

Highlighted text indicates significant difference between groups at the 95% confidence level

Q45. Did your business know what to do once you identified the attack? Base: Small Business Owners who have experienced a cyberattack (n=47*), Mid-Market Business Owners who have experienced a cyberattack (n=185), and Independent
Agents who have experienced a cyberattack (n=178) Q47. Thinking about if your business were to fall victim to cyberattacks in the future, which of the following are you taking to prevent future cyberattacks? Base: Small Business Owners (n=300),
Mid-Market Business Owners (n=300), Independent Insurance Agents (n=300)

23



Most Business Owners are utilizing Al tools to some degree to defend against R
cyberattacks — with the most common use cases surrounding threat detection, email
or phishing protection, network monitoring, and fraud detection

Al Tools Used to Help Defend Against Cyberattacks
(Shown: % Selected)

45%
34% 35%
31% 31% 31% 30% 0
27% 2% ma 24%
0,
° 230/0 ° 21 % 23 /0 1 9%
I -
Al-powered threat Al-powered email Al-powered Al-powered fraud Al-powered Al-powered Al-powered Our business does
detection software or phishing network monitoring detection tools  authentication or employee incident response not currently use
protection identity verification  cybersecurity or security Al-powered

tools training tools automation tools cybersecurity tools

Q48. Which of the following Al-powered tools or technologies, if any, does your business use to help defend against cyberattacks ? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



Around half of businesses are using public Al tools — however few have | mwsos
established written policies or offered training to support employee use

This reveals businesses are embracing Al faster than they're governing it. Additionally, 2 in 5 (39%) SBOs and 30% of MMBOs believe employees are using
unauthorized Al tools for work.

Al Tools Used by Employees for Work-Related Tasks Governance or Management Implementations for Al Tools by Employees
(Shown: % Selected) (Shown: % Selected)
Public Al chatbots or writing tools (e.g., 54% . : e a o
ChatGPT, Claude, Gemini) [N 65% A written policy or guidelines for employee use of Al tools 35% 36%
Employee training on the responsible use of Al tools 35% 39%
Al productivity, meeting, or note-tatlélglg L 441'?)' /% Review or oversight of Al-generated content before it is shared externally  33% 18%
(o]
Restrictions on the use of public Al tools (e.g., ChatGPT, Claude, o o
| | | o 31%  19%
Al image, video, or content generation 43% emini)
tools [ 34% Rules about what company or customer information can be entered into 0 o
Al tools 28% 26%

Company-approved or enterprise Al tools,
including enterprise versions of public _31(;/3/ Procedures for verifying Al-generated information before it is used for 28% 21%
(0]

chatbots business decisions
_ 24%, Regular reviews of Al-related cybersecurity, privacy, or compliance risks 27% 30%
Al coding or software development tools o
B 24% Approval requirements before employees can use certain Al tools 26% 30%
\ o 1% SBOs A designated employee or team responsible for overseeing Al use 20% 21%
one of these
N 5% = \IMBOs Our business has not implemented any policies, controls, or oversight 12% 249
related to Al use ° 0
SBOs MMBOs
Believe employees are using 3O(y Believe employees are using
unauthorized Al chatbots/tools for work 0 unauthorized Al chatbots/tools for work

Q49. Which of the following types of Al tools are employees at your business currently using for work-related tasks? Q50. Do you believe employees at your company are using unauthorized Al chatbots/tools for work purposes? Q51.
Which of the following, if any, has your business implemented to help govern or manage the use of Al tools by employees? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



A plurality of Business Owners believe time to recover from cyberattack
to be up to 3 months, but are split on the ease of recovering costs [ mE=

Length of Time to Recover Anticipated Cost of Average Cyberattack Ease of Recovering Costs
(Shown: % Selected) (Shown: % Selected) (Shown: % Selected T2B Easy and B2B Difficult)

o

22% | omEe

Upto 1 month | 27%

Under $100 2% 0%
3 months 28% o, $100-8400 5% 2%
$500 — $999 10% 9%
46 months 3232‘: $1,000 — $4,999 20% 27%
$5,000 — $9,999 24% 19%
7 months - 1 yr. -3;?,/0 $10,000 — $49,999 20% 25% T+50ts
$50,000 — $99,999 2% 10%
More than 1 yr. [ 52//: SBOs $100,000 — $249,000 1% 9% Don’t Know 9%
$250,000+ 2% 0% SBOs MMBOs

= MMBOs

Highlighted text indicates significant difference between groups at the 95% confidence level

Il = 2024 comparisons

Q52. Thinking about if your business were to fall victim to a cyberattack in the future, how long do you anticipate recovering from a cyberattack would take? If you are unsure or don’t know, please select that option. Q53. Thinking 26

about if your business were to fall victim to a cyberattack in the future, how easy would it be to cover the costs of recovery? Q55. How much do you think it would cost for your business/you personally to recover from the average
cyberattack/identity theft incident? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



Were they to lose access to systems or funds for a week, Business | wwsos
Owners say client data would be most at risk

SBOs were more likely to say payroll would be most at risk, while MMBOs were more likely to say vendor payments.

If Your Business Lost Access to Systems or Funds for 1 Week Due to

a Cyberattack, Which Would be Most at Risk?
(Shown: % Selected)

22% 22%
0,
20% 499, 19%
17%
13%
11%
(o)
9% 8% 8% 0
5% 6% 5% 5%

3%

Patient / Client data Payroll Customer orders Vendor payments Business closure Loan payments Employee information  Tax filings

Qb54. If your business lost access to systems or funds for one week due to a cyberattack, which would be most at risk? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)




Identity theft recovery is seen as a baseline provision of cyber insurance; =g
MMBOs expect assistance with extortion and credit monitoring, SBOs
expect coverage of fraud reimbursement and data breach response costs

Knowledge of What Cyber Insurance Covers
(Shown: % Selected)

Identity theft recovery services 470 60%

Online fraud reimbursement in Certain SitUatioNs | 36% 44%
Data Dreach oS PONSe COStS | 45

Cyber extortion/ransomware assistance 39 49%

Guaranteed reimbursement for all fraudulent transactions I 16% 35%
Credit monitoring Services | — L 41%
Coverage for losses from investment scams regardless of 32%
circumstances NN 13%
Guaranteed restoration of hacked social media accounts D 21% 26%
Free replacement of any hacked device e 11% 25%
. o . . 25% SBOs
Automatic removal of negative information from the internet e 23%
= MMBOs

Compensation for emotional distress from any online incident R 170/%0%

Q58. To the best of your knowledge what does cyber insurance cover? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



One third of audiences have an updated response plan for a | wwsos
cyberattack in place, with proactive monitoring being the most cited
instruction

] _ Incident Response Plan Instructions in Place
Incident Response Plan in Place (Shown: % Selected “Yes”)
(Shown: % Selected)

Mid-Market
32% Business Agents
Yes, and it is up to date - 38% Owners
37% . .
rPers;c;:::/: monitoring and 77% 78% 71%
357% C Itati ith legal
Yes, but it needs to be update 36% ch:]r?suela 'ons with fega 67% 54% 58%
31%
Incident reporting procedures
to government regulatory 65% 57% 63%
32% agencies
No, we have not created a plan 26%
320, Crisis response simulations 62% 46% 44%
Small BOs ™ \Mid-Market BOs - Agents Highlighted text indicates significant difference between groups at the 95% confidence level

29
Q59. Has your company created an incident response plan in the event of a cyberattack or data breach? Q60. Does your company’s incident response plan include instructions for each of the following? Base: Small Business Owners
(n=300), Mid-Market Business Owners (n=300), Independent Insurance Agents (n=300)



Nine in 10 Small Business Owners trust that their cyber insurance | mwsos
would take care of their needs in the event of a cyberattack

Two-thirds of SBOs admit they haven't given much thought to what they'd do after a cyberattack.

Response if a Cyberattack Occurred
(Shown: % Selected T2B Agree)

Small Business Mid-Market Business
Owners Owners

| trust that my cyber insurance coverage would take care of all my needs 90%* 77%*
I'm confident my business would retain its customers/reputation after the attack 79% 73%
I would know where and how to begin the recovery process after the attack 72% 78%
I'm confident that | could recover all my losses from the attack 70% 64%
| trust that my employees would know what to do if they were victims of a 69% 70%
cyberattack
| haven't given much thought to what | would do if | fell victim to a cyberattack 66% 39%
Right now, | have all the resources | would need to recover any losses from the o o

62% 61%
attack
| trust that my non-cyber insurance coverages would take care of all my needs 61% 36%

Highlighted text indicates significant difference between groups at the 95% confidence level

30

Q61. Thinking about how you would respond if your business were to fall victim to a cyberattack, how much do you agree or disagree with the following statements? Base: Small Business Owners (n=300), Mid-Market Business Owners
(n=300) (*asked only to those with cyber insurance)



Small BOs are more likely to outsource the recovery process, and less | mwsos
likely to employ their own dedicated IT or cybersecurity team

% of Overall IT Budget Allocated To

Would Hire / Outsource if Business Fell Cybersecurity Roles Employed Cvb itv Need
Victim to a Cyberattack (Shown: % Selected “Yes’) y Sirsef’:/"é)/’ tede S
(Shown: % Selected “Yes”) (Shown: % Selected)
IT department 51% Mid-Market
I ©1% Business
Owners
Outsource to a Managed 43% . .
Service Provider [ 40% 0% 10% 2%
1% - 9% 15% 42%
Risk Manager ] 3:8?/:/" 10% - 19% 28% 38%
20% - 29% 15% 8%
Unofficial cyberscle:;crilg 23:2/:3% 30% - 39% 17% 8%
40% - 49% 9% 1%
Dedicated cybersecurity 28% 50% - 59% 4% 0%
0,
expert and/or team [ 47% 60% - 69% 29, 0%
Chief Information Security 24% 70% - 79% 1% 0%
Small BOs Officer Bl 15% 80% - 89% 0% 0%
= Mid-Market BOs 90% - 100% 0% 0%

Highlighted text indicates significant difference at the 95% confidence level
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Q62. If your business were to fall victim to a cyberattack, would you hire or outsource someone to lead the recovery process for you? // Q80. Does your business currently employ the following roles relating to cybersecurity? // Q81.
About what percent of your business’s overall IT budget is dedicated to cybersecurity, including cyber insurance and any third-party vendors? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)



Interest in cyberattack protections is overwhelming among Business

Owners

Interest in Cyberattack Protection Resources or Products

(Shown: % Selected T2B Interested)

Business / Computer System Interruption
protection

Data compromise protection

Identity recovery protection

Network Security Liability protection
Misdirected Payment Fraud protection

Cyber Extortion protection

Dependent Computer System Interruption
protection

Dependent Computer System Failure
protection

Electronic Media Liability protection

Highlighted text indicates significant difference between groups at the 95% confidence level

92%

91%

90%

89%

88%

87%

87%

84%

82%

+5 pts since
2024

+8 pts since
2024

84%

90%

88%

87%

85%

89%

1%

69%

82%

-6 pts since
2024
-6 pts since
2024
-7 pts since
2024
-6 pts since
2024

-5 pts since
2024

-8 pts since
2024

Q63. How interested would you be in purchasing each of the following resources or products to protect against cyberattacks? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300)

* Definitions available in notes section

32



Nearly two thirds of Agents are having cybersecurity threat conversations
with commercial line customers often or always, but less than half with
personal lines customers

Frequency of Conversations With Clients About

Protecting Against Potential Cybersecurity Threats Level of Resources Provided to Employees to Couns_el
(Shown: % Selected T2B Often/Always) Customers on Cyberattacks and Cyber Insurance Solutions

(Shown: % Selected)
o/
44 (1) .-

Of Independent Agents have conversations with
personal lines customers about protecting
themselves / their business from potential Few resources are provided 33%
cybersecurity threats often or always

Some resources are provided 40%
6 2 0/ r Plenty of resources are provided 19%
0 - Some + Plenty NET 59%
Of Independent Agents have conversations with
commercial lines customers about protecting

themselves / their business from potential
cybersecurity threats often or always

No resources are provided 8%

33

Q64. Now thinking about your clients, how often do you have conversations with clients about protecting themselves/their business from potential cybersecurity threats?
Q65. Which of the following best describes the level of resources you provide your employees to counsel customers on cyberattacks and cyber insurance solutions? Base: Independent Insurance Agents (n=300)



Agents say few of their commercial clients are keeping pace with
evolving cyber risk

Less than at third of commercial clients have an incident response plan or keep cyber coverage up to date.

Percentage of Commercial Clients With an Incident Percentage of Commercial Clients Who Keep Their
Response Plan Cyber Coverage Level Up to Date
(Shown: % Selected) (Shown: % Selected)

Less than 10% 13% Less than 10% 15%

10t0 25% |GG 2% 10t0 25% || 2
260 50% |G < 260 50% |G 2
51%t0 75% || 1+ 51% to 75% || 2
More than 75% - 11% 24% More than 75% - 9% 30%

Q67. About how many of your commercial clients have created an incident response plan in the event of a cyberattack or data breach? // Q68. About how many of your commercial clients keep their cyber coverage level up to date with
the evolving landscape? Base: Independent Insurance Agents (n=300)

34



Business Owners similarly feel more likely to purchase cyber
insurance because of reliance on tech and rise in Al

Impact on Likelihood to Purchase Cyber Insurance Coverage
(Shown: % Selected T2B More Likely)

Increased use of digitized payment methods

Increased reliance on technology and data

News covering frequency of cyberattacks

Increased use of smart home devices

Increase in employees working remotely or in hybrid
arrangements

Increased use of cryptocurrency

Small BOs

I 37% = Mid-Market BOs

Q78. Have each of the following events made you more or less likely to purchase cybers risk insurance or expand your current level of cyber insurance coverage? Base: Small Business Owners (n=300), Mid-Market Business Owners

(n=300)
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The rise of Al, reliance on technology, and payment digitization have all
made Agents more likely to recommend cyber insurance coverage

Impact on Likelihood of Encouraging Clients to Purchase or Observed Increase in Scams or Fraud Attempts
Increase Cyber Insurance Coverage that Use Generative Al In the Past 12 Months
(Shown: % Selected T2B Likely) (Shown: % Selected)

Increased use of digitized payment methods _ 84%
Increased reliance among my clients on technology and
data N '
ata
The rise of Al technology _ 65%
News covering frequency of cyberattacks _ 64%

Increase in employees working remotely or in hybrid _ 619%
arrangements °

Increased use of smart home devices _ 51%
Increased use of crypto currency _ 46%

mYes No m Unsure

36

Q69. Have you observed an increase in claims related to scams or fraud attempts that use generative Al technology in the past 12 months? // Q79. Have each of the following events made you more or less likely to encourage your
clients to purchase or increase their level of cyber insurance coverage? Base: Independent Insurance Agents (n=300)



Agents say only about half of clients are prepared to identify and
respond to Al-powered cyber threats

Frequency of Clients Asking about Al-powered Preparedness of Clients to Identify and
Scams, Cyber threats, or Cybersecurity Risks Respond to Al-powered Cyber threats
(Shown: % Selected) (Shown: % Selected)
59% 7 51%
Very often / Often Very / moderately
prepared
m Very prepared ® Moderately prepared

m Very often mOften m Sometimes = Rarel
y y Slightly prepared Not at all prepared

Q70. How frequently are your clients asking questions about Al-powered scams, cyber threats, or cybersecurity risks? Q71. In your opinion, how prepared are your clients to identify and respond to Al-powered cyber threats? Base:
Independent Insurance Agents (n=300)
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More than a quarter of Business Owners have been targeted by an Al | wweos
fraud attempt, particularly email impersonations or phishing attempts

Description of Generative Al Scam / Fraud Attempt

mpany Tar By an Al m/ Fr Attem
Company Targeted By a Scam / Fraud Attempt (Shown: % Selected T2B “Yes”, Among those targeted by a Gen Al fraud attempt)

Using Generative Al Within the Past 12 Months

(Shown: % Selected “Yes”) m

Email impersonating a business owner, executive, employee,

26% 17%
customer, or vendor
Al-generated customer support, vendor, or business inquiry o o
4 L . 15% 4%
designed to obtain information
Attempt to gain access to company accounts, systems, or o o
. . 13% 13%
credentials using Al-generated content
Al-generated phishing email, text message, or chat message 12% 24%
Fraudulent request for payment, wire transfer, gift cards, or o o
, o ; 10% 17%
financial information
Deepfake video or image impersonating a business owner, 9, 6%
0 0
employee, customer, or vendor
Small BOs Fake job applicant, resume, or candidate generated using Al 8% 6%
== \Mid-Market BOs Phone call using Al-generated or cloned voice technology 6% 13%
Highlighted text indicates significant difference between groups at the 95% confidence level
Q72. Has your company been targeted by a scam or fraud attempt that used generative Al within the past 12 months? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300) Q73. You mentioned your business 38

has been targeted by a scam or fraud attempt that used generative Al. Which of the following best describes the attack? Base: Small Business Owners who have been targeted by a Gen Al fraud attempt (n=78%), Mid-Market Business
Owners who have been targeted by a Gen Al fraud attempt (n=109)



Al is moving cyber insurance from a consideration to a business
imperative

Audiences overwhelming agree that Al has made cyber crimes more accessible, effective, and widespread.

Perceptions of Generative Al Scams / Fraud Attempts
(Shown: % Selected T2B Agree)

Small Business Mid-Market Adgents
Owners Business Owners 9

Al is making it easier for cybercriminals to launch attacks at scale 90% 93% 92%
Al is making it easier for attackers to identify vulnerabilities 90% 88% 87%
Al-enabled cyberattacks have become increasingly sophisticated over the 89% 87% 90%
past 12 months
I negd more information and resources about how best to protect my 88% 75% N/A
business from Al-enabled cyberattacks
Al is lowering the barriers for less-skilled attackers to carry out 83% 82% 85%
cyberattacks
I'm very concerned about the threat of these attacks to my business 80% 84% 89%

o Of Agents agree (T2B) that they need more
6 2 /o information/resources on how to protect

their clients from Al-enabled cyberattacks

39

Q74. How much do you agree or disagree with the following statements about scams or fraud attempts that use generative Al? Base: Small Business Owners (n=300), Mid-Market Business Owners (n=300), Independent Insurance
Agents (n=300)
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Consumers

Nearly 4 in 10 consumers have ignored or delayed responding to a
legitimate delivery notice over scam concerns

Legitimate Messages Mistaken for Potential Scams
(Shown: % Selected “Yes’)

39%
29% 29%
21%
18% 17%
10%
7%
Delivery notice Government agency Bank alert Health insurer Utility company Employer / recruiter Doctor School / childcare

Q12. Have you ignored or delayed responding to a legitimate message from any of the following sources because you suspected it was a scam or cybersecurity threat? Base: Consumers (n=1,000)



Consumers

While most recognize limits to their bank/credit card provider’s protection,
around half overestimate the protection it provides for cyber risks and
identity theft

Perceptions of Financial and Identity Protection
(Shown: % Selected T2B Agree)

| believe there are risks that are not fully covered by my

bank or credit card provider 87%

Medical identity theft and insurance fraud are risks that
require protection beyond my bank or credit card
accounts

86%

My bank or credit card provider protects me from cyber

o)
risks beyond my financial accounts 52%

My bank or credit card provider protects me from all

forms of identity theft 49%

If I willingly sent money to a scammer, | believe my bank
or credit card provider would reimburse me for my
losses

37%

42

Q30. How much do you agree or disagree with the following statements? Base: Consumers (n=1,000)
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Agents report widespread cyberattack concern, especially among
commercial clients

In their experience, the businesses that consider or purchase cyber insurance do so largely because they have withessed similar businesses become victims
of cyberattacks or they are well informed about these threats.

Client Concern about Cyberattacks Why Businesses Consider or Purchase Cyber Insurance
(Shown: % Selected Extremely/Moderately (Shown: % Selected) Independent

e ????‘if?‘f‘f) _______________ Insurance Agents
: . | They have witnessed similar businesses become victims of 0
| Concerned aboyt a potent!al | i 0 oyberattacks 64%
. cyberattack on their client/ client's !
! business i 9 They are well-informed about cyberattacks and are thinking ahead 61%
I :
: 62 0/0 : e They have read articles in the news warning about cyberattacks 50%
. I
| of Personal lines customers | They are concerned about the increased use of Al technology to 460/
! —_— | support cyberattacks 0
! I
: 7 9 0 / ! e They are recently the victim of a cyberattack 40%
I o 1
i of Commercial lines customers i @ They do not trust their employees to avoid a cyberattack 20%
! 1

Q32: In general, how concerned do you think your clients are about potential cyberattacks (on themselves personally or their business)? Q35. In your experience, why do businesses consider or purchase cyber risk insurance? Please 44

select all that apply. Base: Independent Insurance Agents (n=300)



Phishing and email compromises are the top ways businesses and T
Agents were infiltrated; Most had cyber insurance at the time the
attacks occurred — though Agents were less likely

How Cyberattack Infiltrated Business Cyber Insurance Status at Time of Cyberattack
(Shown: % Selected) (Shown: % Selected T2B “Had cyber insurance”, among those who have
Small* Mid-Market Agents experienced a cyberattack”)
1  Phishing 47% 52% 48%
2  Accidental data loss 36% 16% 15%
Email compromise (including Al- SBOs* MMBOs Agents
3 generated emails or impersonation 34% 50% 48%

attempts)
Social engineering, impersonation, or
4 other attempts to manipulate employees

: . ) 32% 36% 30%

(including Al-generated messages, voice

cloning, or deepfakes)
5 Compromised credentials 32% 32% 28%
© Lostor stolen devices 28% 15% 14%
7  Malicious employees / contractors 21% 12% 9%
8 Vulnerabilities from a vendor or third-party 21% 16% 12%

software
9 Digital supply chain breach 21% 25% 14%
10 System error 21% 15% 9%
11 Physical security compromise 17% 15% 12%

Highlighted text indicates significant difference between groups at the 95% confidence level

Q43. Which of the following best describes your situation when the cyberattack occurred? 45
Q44. Based on what you currently know, how did the cyberattack infiltrate your business? Base: Small Business Owners who have experienced a cyberattack (n=47%*), Mid-Market Business Owners who have experienced a
cyberattack (n=185), and Independent Agents who have experienced a cyberattack (n=178)



9 in 10 Agents agree that clients view them as a credible source of
cybersecurity information

Agent Perceptions of Client Cybersecurity Knowledge
(Shown: % Selected T2B Agree)

Al technology is making my clients more susceptible to cyber threats 94%
My clients view me as a credible source of information when it comes to cybersecurity 90%
| feel confident talking to my clients about their cyber vulnerabilities and coverages to protect them 87%
I’m concerned about the lack of knowledge among my clients around cybersecurity in general 80%
I feel confident explaining the differences between identity theft protection and personal cyber insurance coverage to my 7%
clients

Many of my clients are unaware of their exposure to cyberattacks 76%
Many of my clients are unsure of what is covered in a cyber insurance policy 74%
Many of my clients are not even aware that cyber insurance exists 49%

46

Q75. How much do you agree or disagree with each of the following statements? Base: Independent Agents (300)



9 in 10 Independent Agents are recommending cyber insurance to their
customers

Agent Perceptions of Client Cybersecurity Knowledge

Recommendation of Cyber Insurance (Shown: Open-End Verbatims)
(Shown: % Selected “Yes”)

“I usually tell them to think of identity theft protection as a service that

helps restore your identity after it is being compromised, whereas

8 9 o/ r personal cyber insurance provides financial protection for covered cyber
0 - related events.”

Of Independent Agents regularly

recommend cyber insurance to their
customers “The key difference is that identity theft protection helps restore who you

are after identity fraud, while personal cyber insurance helps protect what
you may lose financially from covered cyber incidents.”

47
Q76. Do you regularly recommend cyber insurance to your customers?
Q77. In a sentence or two, how would you explain the difference between identity theft protection and personal cyber insurance coverage to a customer? Base: Independent Insurance Agents (n=300)
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