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1 Concern around identity theft, AI-deepfakes, and smart home device compromise is pervasive
8 in 10 consumers are concerned about the risk of identity theft (82%) and the use of AI to steal someone’s identity (86%), while just under two-thirds (64%) 
are concerned about the security of smart home devices. Three-quarters (73%) are also concerned about them specifically being the target of AI-deepfakes. 
This concern decreases among younger generations, but is still widespread, with 64% of Gen Z being concerned over identity theft and 76% saying the same 
of AI-assisted ID theft.

KEY FINDINGS
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3 Consumers lack critical information about cyber crime threats and its effects, and over a quarter of them don’t 
seek out the information to education themselves 
While 6-in-10 or more of consumers know about phishing (65%) and fake job, lottery, or prize scams (60%), a third or less are aware of QR code scams (32%), 
SIM card swaps (31%), and juice jacking (26%). Specifics about the damage identity theft can cause is also elusive to many consumers, with a third not 
knowing how long it takes to recover from identity theft and credit scores to rebound, while nearly half (49%) do not know how many points their credit score 
can be affected by identity theft. Despite this, 3-in-10 of those surveyed (28%) say they never seek more information on cyber threats.

2 Between identity theft, data breaches, and AI-driven cyber scams, many consumers have been touched by cyber 
crime in some way, and even more contend with cyber crime attempts
With 41% of consumers being affected by identity theft or knowing someone who has, 33% having been notified that their personal data was in a data breach, 
and 18% having been targeted by AI-generated deepfakes or knowing someone who has, cyber crime has become a common occurrence for many U.S. 
consumers. In addition, around half of consumers say they encounter threats via spam phone calls (52%) and personal email (47%), painting a reality where 
many consumers have either been touched by cyber crime in the past or are threatened by it in the present.

4 Few consumers have cybersecurity insurance, many are unsure of what it offers, and cost has now become the top 
barrier to purchasing such a policy 
Less than 1-in-5 consumers (16%) currently have identity theft insurance, primarily due to cost(43%), an 8-point jump from 2023. In fact, consumers hold many 
misconceptions about ID theft coverage – with roughly half mistakenly believing separate policies for each family member must be purchased (55%) and that 
hiring a lawyer is necessary even when covered (48%). Less than a third of consumers believe their health (32%) and auto insurance(27%) policies are 
monitored with identity theft insurance



38%

41%

15%

6%

Very concerned Somewhat concerned

Not too concerned Not concerned at all

83% Boomer
80% Millennial
80% Gen X
64% Gen Z

Concern over identity theft has remained elevated since 2023, with 4-in-5 
consumers expressing concern
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Perceptions Toward Identity Theft
(Shown % Selected)

Concern Around Identity Theft
(Shown % Selected)

80%
The risk of identity theft is just part of 
modern life

77%
Agree

It’s easy to recover your identity after it 
has been stolen

23%
Disagree

21%
Agree

79%
Disagree

Somewhat / Very
Concerned

Gen Z consumers are significantly less concerned about identity theft and more likely to believe it’s easy to recover from it.

Q2_2023. How concerned are you about the risk of identity theft?
Q3_2023. How much do you agree or disagree with the following statements?  Base: Consumers  (n=1000)

85% Female
74% Male

94% Boomer
79% Gen X
67% Millennials
59% Gen Z

-2 since 2023



Concern about criminals using AI to steal identity is pervasive

5Q4a_2024. And more specifically, have you ever been victim of identity theft that involved the use of an AI-generated deepfake (video, voice, or text message)? Base: Consumers (n=1,000) 
Q7_2023. How concerned are you about the use of AI (artificial intelligence) by criminals to steal someone’s identity? Base: Consumers (n=1,000) 
Q7a_2024. How concerned are you about someone creating an AI-generated deepfake of you (a video, voice, or text message) in order to steal someone else’s identity? Base: Consumers (n=1,000) 

48%

38%

10%
4%

Very concerned Somewhat concerned

Not too concerned Not concerned at all

Concern About AI Use for Identity Theft
(Shown: % Selected)

86%92% Boomer
86% Gen X
81% Millennial
76% Gen Z Somewhat/Very 

Concerned

Concern is correlated with age with older generations most worried. Over 9-in-10 Boomers are concerned about AI’s use in identity theft, while three-quarters of 
Gen Z share the same concerns.

6% 11%

82%

Yes, it happened to me No, but it happened to a
family member / close

friend

No, never

Victim of AI-generated Deepfakes
(Shown: % selected)

73%
Of consumers express 
concern over being 

targeted by AI-
generated deepfakes



21% Millennials
21% Gen X
18% Boomer
10% Gen Z

19% 22%

59%

Yes, it happened to me

No, but it happened to a family member / close friend

No, never

2-in-5 consumers have been affected by identity theft personally or know 
someone who has
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Victim of Identity Theft
(Shown: % Selected)

Q4_2023. Have you ever been the victim of identity theft? 
Q5_2023. You mentioned in the previous question that you, or a close friend or family member, experienced identity theft. In a few sentences, please explain what happened. If you know or suspect how the theft happened, please 
include that in your response. Base: Consumers who have had their identity stolen or know someone who has (n=413)

Experience with Identity Theft
(Shown Open-end response, among those who have experienced identity theft)

“It was an ordeal and still has 
implications because the fraud 
involved writing checks. The 
person I know still has issues 
today recovering and gets 
questioned about their profile.”

“Somebody made videos of 
me with AI and sent it out to 
my friends and family on 
social media asking for 
money. they used AI to 
impersonate me and get 
money and passwords from 
friends on Facebook.”

“Someone got my social security 
number, I believe from a hospital 
data breach, and used it to file a 
Federal income tax return in my 
name.  When I filed a police report, 
I was told over 600 other residents 
in my town were hit too.”

“My friend received an email 
thinking it was from one of her 
credit card companies. They said 
they needed her to answer some 
questions about her account. So, 
she gave them the account 
number and other personal 
information.”



43%

73%

86%

89%

Freeze credit

Check credit reports

Change password(s)

Pay closer attention to account activity

7Q6a_2024. Have you ever been notified within the past 12 months that your passwords or personal information were found in data breaches? Base: Consumers (n=1000)
Q6b_2024. Did you take each of the following actions after being notified your passwords or personal information were found in a data breach?
Base: Consumers who were notified in the past 12 months that their passwords or personal information was found in a data breach (n=326)

A third of consumers have been notified in the past year about their personal 
data being found in a data breach

Actions Taken in Response to Being Notified of Personal 
Information Being Found in Data Breach

(Shown % Selected “Yes” among those notified of their personal data being found in a 
data breach)

Less than half of consumers affected by data breaches resorted to freezing their credit, but the overwhelming majority moved to change passwords and 
monitor account activity.
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Notified of Personal Information Found in Data 
Breaches in the Past 12 Months

(Shown: % Selected “Yes”)

33%

58%

9%

Yes
No
Unsure

33%
Have been notified in 
the past 12 months 
that their personal 
information was 
found in a data 

breach



11%

4%

6%

7%

16%

20%

22%

35%

47%

52%

Rarely or never encounter
suspected scams

In-person interactions

Work/professional email

Dating apps

Social media DMs

Websites

Social media posts

Text messages

Personal email

Spam phone calls

8Q8a_2024. Where do you most often encounter suspected scam or identity theft attempts? Base: Consumers (n=1000)
Q8b_2024. Did you take each of the following actions after being notified your passwords or personal information were found in a data breach? Base: Employed Consumers (n=412)

Half of consumers have some experience with encountering suspected scam 
or identity theft attempts via phone calls and personal email

Most Common Avenues for Suspected Scam or Identity Theft Attempts
(Shown: % Selected)

Personal time is when consumers were most likely to experience suspected identity theft attempts, but around one-third (37%) said they experience work 
and personal theft attempts equally.
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Most Common Locations for Suspected Scam or 
Identity Theft Attempts

(Shown: % Selected)

11%

52%

37%

Work Home / on
personal time

Both equally



A plurality of consumers believe it takes over a year for a credit score and 
victims to recover from identity theft

Length of Time to Recover from 
Identity Theft

(Shown % Selected)

9

2%

3%

10%

10%

14%

28%

33%

Less than a 
month

1-2 months

3-6 months

7-12 months

1-2 years

More than 2 years

Don’t Know

Q9_2023. To the best of your knowledge, how long does it take for the average victim to recover from identity theft? If you don’t know, give your best guess. Q10a_2024. About how much on, average, can an identity theft incident 
lower your credit score? Q10b_2024. How long does it take on average to repair your credit score after an identity theft incident? Base: Consumers (n=1000) Q10_2023. About how much does it cost for the average victim to recover 
from identity theft? Base: Consumers (n=187)

Average Amount Identity Theft Lowers 
Credit Score

(Shown % Selected)

Less than 10 points 1%

10-50 points 7%

50-100 points 13%

100 points or more 29%

Don’t know 49%

Length of Time for Credit Score to 
Recover from Identity Theft

(Shown % Selected)

$1,200
Median Cost of Identity Theft Recovery:

(According to Consumers)

2%

2%

7%

8%

7%

35%

A few weeks or 
less

About 1 month

A few months

About 6 months

About 1 year

More than 1 year

In addition, 3-in-10 consumers believe your credit score can drop 100 points or more from identity theft, but just under half admit to not being sure.



Around a quarter of consumers turn to financial institutions, friends/family, 
and websites for information on identity theft
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Most Visited Sources of Information about Protection from Identity Theft and 
Cyber Scams

(Shown % Selected)

Bank, credit union, or other financial institution 28%

Friends and family 23%

Websites, blogs, or forums 23%

Technology companies / manufacturers 21%

Government resources 18%

Social media 14%

My insurance agent 6%

My employer 5%

I never look for this information 28%

Q10c_2024. Where do you most often go for information about protecting yourself from identity theft and cyber scams? Base: Consumers (n=1000)

28% Gen Z
23% Millennial
11% Gen X
6% Boomer

Gen Z and Millennials were significantly more likely to turn to social media for cyber threat information, with Gen Z even rating it above financial institutions. 



77%

70%

51%

37%

36%

31%

31%

28%

21%

21%

20%

15%

Install software updates when prompted

Use multi-factor authentication when logging into accounts, websites, or apps

Use the same password across multiple sites or apps

Share personal information over the phone (for example, to pay bills)

Use QR codes to make purchases, view restaurant menus, etc.

Store personal information (Social Security Number, passwords, etc.) in my
phone

Use public USB ports to charge my phone

Use unsecured public Wi-Fi networks or hotspots

Use public computers (at an airport, library, hotel, etc.)

Post personal information on social media

Share usernames/passwords with friends and family

Share personal information with someone on an online dating site or app

Many consumers engage in risky online behaviors
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Risky Online Activities
(Shown % Selected,T2B Do Action Sometimes/Often)

Q1_2023: How often do you do each of the following actions? Base: Consumers (n=1000)

Over half of respondents say they used the same password across multiple sites, with nearly three-quarters of Gen Z saying as much.

48% Millennial
47% Gen Z
36% Gen X
28% Boomer

71% Gen Z
58% Millennial
47% Gen X
45% Boomer



Consumers may be abandoning subscription-based services, with security 
software and ID theft monitoring usage falling since 2023
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Actions Taken to Reduce Risk of Identity Theft
(Shown % Selected “Yes”)

2024 ∆ from 2023

Watch my financial accounts for any unauthorized transactions 88% -3

Secure my home Wi-Fi network with a strong password 87% -4

Keep my devices up to date with security software 83% -5

Use strong and unique passwords for different online accounts 83% -2

Store important physical documents and records in a safe or other secure location 83% +1

Use antivirus software on my devices 75% -4

Use multi-factor authentication for my online accounts 74% -3

Use a secure VPN when accessing public Wi-Fi networks 47% -1

Subscribe to an identity theft monitoring service 36% -6

Subscribe to a password management service 28% -

Subscribe to a dark web monitoring service 20% -2

Q6_2023. Which of the following actions, if any, do you take to reduce your risk of identity theft? Base: Consumers (n=1000)
Q6c_2024. About how often have you used a VPN for any purpose within the past six months? Base: Consumers (n=1000) Note: Green or red text/arrows indicate significant difference.

80% Boomer
75% Gen X
72% Millennial
59% Gen Z

34% Gen Z
37% Millennial
27% Gen X
19% Boomer

32%
Of consumers report 

using a VPN at least a 
few times a month in 

the past six months

Gen Z is the least likely to be using antivirus software.



16%

76%

9%

Yes No Don’t Know

23% Male
17% Female

15% Gen Z
19% Millennial
11% Gen X
16% Boomer

Concern about the cost of ID theft insurance jumped 8 points in the past 
year, becoming the top purchasing barrier
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43% It’s too expensive

35% I don’t know enough about it

20% I take other precautions to reduce my risk of identity theft

18% I don’t know of any companies or providers offering it

15% I don’t think I’m at risk of identity theft

12% I don’t think these policies provide enough value

Identity Theft Insurance Ownership
(Shown % Selected)

Why Consumers Don’t Have Identity Theft Insurance
(Shown % Selected, among those who do not have identity theft insurance)

16%
Currently have identity 

theft insurance

Q12_2023. Do you currently have identity theft insurance? Base: Consumers (n=1000)
Q13_2023. Why do you not have identity theft insurance? Please select all that apply. Base: Consumers who don’t have identity theft insurance (n=756) Note: Green or red text/arrows indicate significant difference.
 

48% Gen Z
38% Millennial
26% Gen X
36% Boomer

= 2023 comparisons

+8 pts

-9 pts

-4 pts



64%

62%

53%

48%

43%

39%

38%

32%

27%

19%

Social security number

Financial accounts

Email accounts

Phone numbers

Addresses

Social media accounts

Passports and identification cards

Health insurance accounts

Auto insurance accounts

Loyalty and frequent flyer memberships

Misconceptions about identity theft coverage remain pervasive, with little 
change since 2023
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Accounts / Items Believed to be Monitored 
Under Identity Theft Insurance

(Shown % Selected)

Q15_2023. Identity theft insurance includes monitoring of your accounts for suspicious activity. To the best of your knowledge what does this monitoring service cover? Please select all that apply. Base: Consumers (n=1000)
Q16_2023. To the best of your knowledge, are each of the following statements about identity theft insurance true or false? If you don’t know, give your best guess. Base: Consumers  (n=1000) Note: Green or red text/arrows indicate 
significant difference.

Identity Theft Insurance Perceptions
(Shown % Selected “True”)

Identity theft coverage includes monitoring of the dark web for 
attempts to sell your personal information 86%

You have to buy a separate identity theft insurance policy for each 
member of your family 55%

You need to hire a lawyer to help recover your identity even if you 
have identity theft insurance 48%

You can only add identity theft coverage on to an existing 
homeowners or renters policy 33%

Most people can navigate the identity theft recovery process easily 
themselves 32%

41% Gen Z 21% White
47% Millennial 45% Black
29% Gen X 50% Hispanic
21% Boomer = 2023 comparisons

-9 pts

-10 pts

-5 pts

-6 pts

-10 pts

-10 pts

-6 pts

-10 pts

-14 pts

More than half mistakenly believe separate policies are required for each family member, and one-third believe navigating the recovery process themselves is easy.



22%
23%

12%

8%

5%

3% 3%

25%

Less than $10 $10 - $24 $25 - $49 $50 - $99 $100 - $149 $150 - $199 $200 or more I am not willing to
pay for a service

like this

Price tolerance of identity theft protection remains largely the same since 
2023, with around half of consumers willing to spend $24 or less
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Monthly Amount Willing to Spend on Identity Protection
(Shown % Selected)

Q11_2023. How much would you be willing to spend, per month, on a service that monitored your accounts for suspicious activity and handled the recovery process for you if your identity was stolen?  Base: Consumers (n=1000)

45% vs. 50% in 2023
+4 pts vs. 2023



Over half of respondents expressed at least some awareness of the Taylor 
Swift deepfake scandal

16

Familiarity with Taylor Swift AI-Deepfake Scandal
(Shown: % Select T4B “Familiar”, “Never heard of”)

46%

54%

Familiar
Never heard of

Q7b_2024. How familiar are you with the recent AI deepfake scandal involving Taylor Swift? Base: Consumers  (n=1000)
Q7c_2024. How much do you agree or disagree with the following statements about the Taylor Swift deepfake scandal? Base: Consumers who are familiar with the Taylor Swift deepfake scandal (n=543)

87%

77%

13%

23%

Hearing about this made me more
concerned about the misuse of AI tech

Hearing about this made me more
worry about my own likeness or

identity being stolen

Agree Disagree

Response to the Taylor Swift AI-Deepfake Scandal
(Shown: % Selected T2B “Agree”, B2B “Disagree” among those 

familiar with the Taylor Swift deepfake scandal)

For those that were aware, two-thirds expressed concern about their own likeness being stolen and nearly 9-in-10 said the event raised concerned about 
AI misuse. 



79%

80%

84%

21%

16%

20%

Audio/Video of my home being misused by the
device manufacturer or its employees

Devices being hacked or data collected by
hostile foreign nations

Devices being hacked by criminals to observe
my home

Worried Not worried

17Q8c_2024. How concerned are you about the security of smart home devices (for example, Amazon Alexa, Ring cameras, and other devices that can record audio or video)? Base: 
Consumers (n=1000) Q8d_2024. You mentioned in the previous question you have concerns about the security of smart home devices. How worried are you about the following scenarios 
involving them? Base: Consumers who are concerned about the security of smart home devices (n=639)

Nearly two-thirds of consumers see smart home devices as potential avenue 
for breach of security 

Worry about Specific Scenarios Related to Smart Home Devices
(Shown % Selected T2B “Worried”, B2B “Not worried” among those concerned about the 

security of smart home devices)

Of those concerned about the security of smart home tech, 4-in-5 or more were worried about device manufacturers, criminals, and foreign nations hacking 
or misusing such devices.
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Concern about the Security of Smart Home 
Devices

(Shown: % Selected T2B “Concerned”, B2B “Not Concerned”)

64%

36%

64%

Somewhat/Very 
Concerned



Consumers are less confident in their knowledge of identity theft crimes since 
2023, but over half remain aware of phishing, job scams, and WiFi hacking
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Familiarity with Identity Theft Crimes
(Shown % Selected)

28%

23%

20%

18%

18%

13%

15%

12%

11%

11%

9%

37%

36%

33%

33%

31%

28%

25%

25%

22%

20%

17%

24%

27%

32%

28%

29%

27%

32%

25%

31%

31%

23%

12%

14%

16%

21%

22%

32%

28%

38%

36%

39%

51%

Phishing

Fake Job, Lottery, or Prize Scams

Public WiFi Hacking

Voice Phishing

Website Impersonation

RFID Collection

Crypto Scams

Formjacking

QR Code Scams

SIM Card Swap

Juice Jacking

65%
60%
52%
51%
49%
41%
40%
37%
32%
31%

NET: Know a little / a lotHeard of, but don’t 
know much aboutKnow a littleKnow a lot Never heard of

Q8_2023. How familiar are you with each of the following types of identity theft crimes? Base: Consumers  (n=1000) Note: Green or red text/arrows indicate significant difference.

26%
= 2023 comparisons

-8 pts

-6 pts

-8 pts

-6 pts

-10 pts

-6 pts

-6 pts

-6 pts

-9 pts

Only around one-third of all consumers are familiar with SIM card swapping, a newly emerging identity threat.



4-in-10 adults believe some or a lot of results would appear when searching 
for themselves on the internet

19
Q1a_2024. If you did a full name search for yourself on the internet, how many results about you would appear? Base: Consumers (n=1000)

13%

29%

43%

15%

A lot Some Not too many None at all

Number of Results Shown When Searching Name 
(Shown: % Selected)

42%
50% Millennial
43% Gen X
36% Gen Z
36% Boomer

Some/A lot

Millennials were the most likely to believe there are some or a lot of results about themselves, with Gen Z and Boomers having the lowest percentages saying the 
same.

Those with a larger digital footprint 
(some / a lot of results when name is 
searched) are more likely than those 
with a small footprint to:

• Be concerned about the risk of identity 
theft (84% vs. 76%)

• Have been the victim of identity theft 
(49% vs. 36%)

• Have identity theft insurance (19% vs. 
13%)
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