Cyber Threats
and Small

Businesses

As gen Al fuels new cybersecurity o
threats, small businesses are
vulnerable

1in 4 small businesses faced gen Al fraud attempts
in the past year

These attacks are most commonly described as email, voice or
video impersonations of senior-level employees

O of owners want more help protecting their business from
O Al-driven cyber risks

Awareness of cyber risks is up, but more help
is needed

are concerned about a potential cyberattack .
on their business (31-point increase from 2020) /\/
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now provide formal cyber training annually
(15-point increase from 2022)

Still, less than half (42%) of small business owners carry
cyber insurance coverage

Business owners vastly underestimate potential
cyber damages

65% 1In5

believe an attack would cost think they’d be back up and
less than $5K in damages and running in less than a month
recovery costs after an attack
REALITY CHECK

Nationwide claims data shows the average small business cyber claim
costs $18,000-$21,000 and recovery can take as long as 75 days

Don’t let clients lose their business to a deepfake. Talk to your

clients about the need for robust cybersecurity measures
and adequate insurance coverage.



https://www.nationwide.com/lc/resources/cyber-resource-center
https://www.nationwide.com/business/insurance/cyber-liability/

